Operating System

Administering Certificate Services

Beta 3 Technical Walkthrough

Abstract

The administration model for Certificate Services in the Microsofte Windowse 2000 operating system is
based on using a Microsoft Management Console (MMC) snap-in. Those who are familiar with the
previous release of the Microsoft Certificate Server (version 1.0) will recognize that this is a change
from the Web-based model used in that prior release.

Using an MMC snap-in provides a highly scalable and extensible environment for Certificate Services
administration. This technical walkthrough describes a number of useful tasks that can be performed
with this new tool. In general, these tasks fall into the following categories:

Service Administration—managing the server that issues certificates.
Certificate Administration—managing the issued certificates.
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INTRODUCTION

The administration model for Certificate Services in the Microsofd Windows® 2000
operating system is based on using a Microsoft Management Console (MMC) snap
in. Those who are familiar with the previous release of the Microsoft Certificate
Server (version 1.0) willrecognize that this is a change from the Webbased model
used in that prior release.

Using an MMC snap-in provides a highly scalable and extensible environment for
Certificate Services administration. This technical walkthrough describes a number
of usefultasks that can be performed with this new tool. In general, these tasks fall
into the following categories:

Service Administration—managing the server that issues certificates.
Certificate Administration—managing the issued certificates.

The tasks descrited in this document are grouped into these categories.

As a prerequisite and as supporting information, you should be familiar with or have
available the Certificate Services online documents provided with the

Windows 2000 Server help files. The examplespresented are based on the Stand
alone Certification Authority. See the Certificate Services online documents for a
discussion of the Stand-alone and Enterprise Certification Authorities.

Be sure to review the section titled “Known Errors” prior to perfornmg any of the
tasks described here.

Prerequisites
To successfully complete this walkthrough, you should perform the following
installations or walkthroughs and have obtained the following components.

Install Windows 2000 Server at the Beta 3 RCO level (Buld 1946) or later
Install a Stand-alone Certification Authority as described in the walkthrough
titled “Setting up an Windows 2000 Certification Authority.”

Populate the Certificate Services database with issued certificates sufficient to
illustrate the principles (about 20 certificates should be sufficient). This should
be done by repeating invocations of the enrollment scenario. See the
walkthrough titled “Web Based Certificate Enrollment” for a description of how
to obtain a certificate through enrollmaent.

Note To create the sample data used in this walkthrough, you should create at least three
certificates that contain the value Finance in the Organization field. Also note that using Web
Enrollment makes the installation of Microsoft Internet Information Server a prerequisite. In this
case, be sure that installation of Internet Information Server is completed prior to beginning the
installation of Certificate Services. A second option for creating sample data is to use the certreq
command-line utility. See the Certificate Services documentation for information on how to use
this utility.

Obtain another policy module. such as the Microsoft Visual Basi@
programming system policy module (policyvb.dll) contained within the Platform
SDK.
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The first three itemsare required to begin the walkthrough. The last item is only
required to perform the exercise in replacing the Certificate Services policy module.
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SERVICE
ADMINISTRATION

There are a number of tasks that an administrator performs as part of normal
service operation. These include the following.

Starting and stopping the service
Backing up and restoring the service
Configuring the policy and exit modules for use by the service

Each of these is described below.

In general, you need to have the following capbilities prior to administering a
certificate services system.

Be logged on as a member of the Administrators or Certificate Server
Administrators group that controls the certificate services system to be
administered.

Know the name of the certificate serices system that you want to administer.
This name is uniquely identified by the machine name and the Common Name
(CN) of the Distinguished Name (DN) of the certification authority.

Have added the Certificate Services Manager snapin for the machine on whch
the certificate services system in question is running.

Start and Stop the Service
See the section on Known Errors at the end of this document prior to attempting this
walkthrough.

Starting Certificate Services is required to enable the receipt of ceificate requests
and the issuance of certificates. The service is automatically started following
Certificate Services installation and on system reboot. Administrators may need to
be able to manually stop or start the service as one mechanism to controhe
receipt of requests or issuance of certificates.

The following shows the basic MMC format. The sample Certification Authority (CA)
is called MSTest.
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'fii Console1 - [Console Root' Certificate Services (Local)]

Jﬁ Console  Window  Help |J O=HE | |_|5’|5|
“ Ackion  View |J¢.-p|||@ |J) .‘
[:l Console Rook Marne | Crescripkion
EQ Certificate Services (Local) @MSTest Certification Autharity
- MaTest

D Revoked Certificates

D Issued Certificates

D Pending Requests

[-(Z] Failed Requests

1 i ml

| | I
To start and stop the Certificate Service

1. Right click the node with theCommon Name (CN) of the certification authority
in question (in this case, MSTest).

2. Onthe Task menu, select either theStart Service or Stop Service option,
depending on what you are trying to do and the current state of the service.

Consolel - [Console Root, Certificate Services (Local)]

J% Console  window  Help

D= | @ |-
|J5ction Yiew |J¢.-}||||§ “’.‘

[ Console Root

Mame | Description
EAMsTest Certification Autharity

Shati Serie

Mews window Fram here Stop Service

! Refresh Backup CA
! ) Restore C&
Properties
Help

= | H

|Contains operations that can be performed on the ohjsct, | [

Note In this image, the Start Service is grayed. This is because the service is currently operating, so
starting it again is not a valid option. If the state of the service were reversed, the grayed item would
be Stop Service.

Also, note that you can similarly stop or start the service by using the CD player buttons near the
upper right corner; these buttons are grayed or highlighted based on the current state of the service.

Consider the case pictured above. In this case, the service is currently running. The
Start Service option is grayed and theStop Service option is highlighted. Stop the
service by selecting theStop Service option from the menu. You can tell that the
service has been stopped by the fact that if you redisplay the menu, then th&top
Service menu item is grayed and the Start Service menu is highlighted. The CD
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player buttons change in a similar mannerthe Stop button is grayed and theStart
button highlighted.

Note While the service is being stopped (or started), a progress menu and bar may be displayed.

Back Up and Restore the Service

See the section on Known Errors at the end of this document prior to attempting this
walkthrough. Note that there is a known problem with restore in RCO. A workaround
is described in the Known Errors section.

Certificate Services also provides a backup/restore tool that can perform selective
backup of keys, certificates, and database (that is, the log of issued certificates and
the queue of pending requests).

Administrators use this capability as part of their strategyor protection against
catastrophic system or machine failures. Developing a recovery procedure that
provides for periodic backups is highly recommended. This section describes
backup and restore features available to administrators for this purpose.

Failure to implement such procedures means that you may be unable to preserve
your audit trail of certificate requests and issued certificates, and you may lose the
ability to revoke issued and previously unrevoked certificates.
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To back up and restore the Certficate Service

1.

Select Backup CA to start the Backup/Restore wizard (as shown in the
previous image). ClickNext.

Certificate Services Backup Wizard E

Welcome to the Certificate
Services Backup Wizard

Thiz wizard will backup important data such az keys,
configuration information, issued certificate logs and pending
request logz.

Click Mest to continue,

IR I MNext = I Cancel |

Check the boxes for the items to be included in the backup. (In this case, you
will back up both theKey/Certificate and log/queue.) Check the box named
“Private key and CA certificate.” Check the box named “Issued certificate log
and pending certificate request queue.” Specify a folder for the backup in the
input box by typing the name or selectBrowse. Click Next.

Note The backup folder must be a preexisting folder.
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Certificate Services Backup Wizard E

Data Types
“hoose the data bypes wou wish to backup,

Backup zelection:
I Private kep and Ca& certificate
= | Configuraticn infamation

[ lssued certificate log and pending certificate request queus
7| Eestanmincremental backup

Backup location:

I Browze. . |

< Back I MNext = I Cancel

3. Enter apassword to be used to protect against subsequent access to the
backup file by unauthorized persons. (Remember, the backup file includes the
private key of the CA.) ClickNext.

Certificate Services Backup Wizard E

Password Protection for Private Keys
& public and private key pair is used For encryplion and decryption of messages,
The private key is secret and nust be prokected with a passward,

A pazsword iz required to access the private key and Cé certificate file. Enter a
pazsword to access this file.

Pazzword:
|
Confirm password:

< Back I MNext = I Cancel

4. Both Key/Certificate and Log/Queue are displayed as backup options. Click
Finish. The backup is now complete. A progress bar may be displayed while
this is occurring.
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Certificate Services Backup Wizard E

Completing the Certificate
Services Backup Wizard

ou have succeszsiully completed the Certificate Services
Backup wizard.

Y'ou have gelected the following for thiz backup:

Private Key and Ca Certificate
|zzued Log and Pending Requests

< Back I Finish I Cancel

The above form ceases to be displayed when backup is completed. This confirms
backup. Secondary confirmation can be obtained by using either Windows Explorer
or a command box to navigate to the location you supplied in step 2 above. In that
folder, you should find a file with a p12 suffix and a folder named DaaBase. In the
DataBase folder, you should find four files, one each with suffixesdat, .log, .pat,

and .edb. Secondarily, you can view the Application Event Log. There you will see
numerous entries for Certificate Services (CertSvc) and the Data Base Enme
(ESENT) that chronicle the backup activities. Specifically, look for the entries from
the Data Base Engine that indicate that the backup activity was started and
stopped.

To restore the service from the backup:

See the section on Known Errors at the el of this document prior to attempting this
walkthrough. Note that there is a known problem with restore in RCO. A workaround
is described in the Known Errors section.

1. Start by right clicking theCommon Name of the certification authority(in this
example, MSTest). Select Task and Restore CA.

2. This starts the Certificate Services Restore wizard. If the Certificate Service is
currently running, the following message is displayed.

Certificate Server Restore Wizard E

Thiz operation requires the Certificate Server service to be stopped. Do wou want to stop the service

oY
Ok I Cancel |

3. Click OK to stop the service while the restore is in process.
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4. The service isstopped. A progress bar may display while this is happening.
Afterwards, the wizard screen below appears. ClickNext.

Certificate Services Restore Wizard E3

Welcome to the Certificate
Services Restore Wizard

Thiz wizard will restaore important data such az keys,
configuration information, issued certificate logs and pending
request logs from your backup files.

Click. Mext to contitiue.

= Bath I Mext = I Zancel

5. Check the appropriate boxes for what is to be restored (if you followed the
instructions for backup as listed above, pu should check the box titled “Private
key and CA Certificate,” and the box titled “Issued certificate log and pending
certificate request queue”), and enter the name of the backup folder in the input
box. In this example, we've chosen to restore exactlyvhat we backed up. Click
Next.
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Certificate Services Restore Wizard

Location of the Backup Files
‘fou can restore individual components of the data used by the Certificate
Services,

Restore selection:
I Frivate key and Ch certificate
I | Eorfigurationitfamation

v lssued certificate log and pending certificate request queus

Restore location;

Id:'\bkup Browse. .. |

< Back I ek = I Zancel

6. Enter the password from the backup. ClickNext.

Certificate Services Restore Wizard E

Password Protection for Private Keys
The private key pair is used to generate digital signatures of certificates and
must be protected with a passwaord.

our pazeword iz required to access the private key and Cb certificate file. Enter pour
password to access this file.

FPazzward:

Ixxxxxxx>1

< Back I Mexk = I Cancel

7. Click Finish.
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Certificate Services Restore Wizard E

Completing the Certificate
Services Restore Wizard

Tou have successiully completed the Certificate Services
Restare wizard.
You have zelectad the following for this restare:

Frivate K.ey and CA Certificate
lzzued Log and Pending B equests

< Back I Finish I Cancel

8. Once the restore is complete, the service restarts automatically. A progress bar
is displayed duringrestart. Successful restart is your confirmation that restore is
completed. Secondarily, you can look at the Application Event Log. Look for a
message from the Data Base Engine (ESENT) that recovery steps have been
completed.

Configure the Policy and Exit Modules for Use by the Service
See the section on Known Errors at the end of this document prior to attempting this
walkthrough.

The Certificate Services architecture provides for replaceable policy and exit
modules and processing. Policy modules incorporge decision logic that determines
whether a certificate request should be approved, denied, or queued (left pending)
for a later decision. Exit modules provide an opportunity to perform posprocessing,
such as publication of an issued certificate.

In thisrelease, Certificate Services comes with a single policy module that
incorporates two policies (Enterprise and default Stand Alone- see the Certificate
Services documentation for an explanation of the differences) and one exit module
(Enterprise). Starting with this release, users can replace these with their own
modules. This is important for users that want to implement their own policy
modules using the Platform SDK or who acquire thirdparty policy modules.

This walkthrough demonstrates how this worksby providing an example of replacing
the default policy module with a sample usetwritten module. Exit module
management is performed in an analogous manner, but is not demonstrated here.

Note To perform this walkthrough, you need access to a second policy module, such as the Visual
Basic sample policy module (policyvb.dll) available with the Platform SDK.
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To configure the policy and exit modules for use by the service
1. Copy the new policy moduleto %windir%\system32.
2. Register the new policy module using he regsvr32 command.

3. From the Certificate Services snap-in, right click the Common Name (CN) of
the certification authority in question (in this case, MSTest) and select
Properties.

'fii Console1 - [Console Root' Certificate Services (Local)\MsTest] M=l E

Jﬁ Console  Window  Help |J = | | ===l
| sten wew || & =+ | EE | B2 I
[:l Console Rook Mame |
EQ Certificate Services (Locall | Cpevoked Certificates
E"@ _— d Certificates
-3 All Tasks »
. ing Requests
D Vet 3 o :
-] Mew window from here sauests
-0 Refresh
Help
1 I gy |
|Opens property sheet For the current selection |
4. Select the Policy Module tab.
MsTest Properties EFHE
General Policy Module |Exit Madule I Skorage I
— Policy Module Information
Mame: IMicrnsofl® Enterprise and Standalone Policy Mo
Description: IEnterprise ahd Standalone capable
Wersion: I"'-I il
Copuright: I[c]1 998, Microsoft Corp.

Configure.. |
Select... |

[al'4 | Zancel I [

5. Click Select.
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Select the new policy module to be installed (in this exampleCertificate Services
VB Policy). Click OK.

Set Active Policy Module E3

The selected madule will be marked active.

> Enterprize and Standalone Policy Module
Certificate Services VB Policy

Ok I Cancel

6. Click Apply.

MsTest Properties EFHE

General Policy Module |Exit Madule I Skorage I

— Policy Module Information
Mame: IEertificale Services YB Policy
Description: IVB Palicy Module [S amnple)
Yersion: I-I b
Beruhfi | Copyright (] Microsaft 1995
Configure.. |

[al'4 Zancel apphy

7. Click Yes and then click OK. A progress bar is displayed as the service is
stopped and restarted.
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Certification Authority E

“r'ou must reztait the Certificate Server service for the changes to take effect. Do wou want
to restart the zervice now?

To verify that policy module replacement has been successful, look in the
Application Event Log for records showing that the service (CertSvc) and Data Base
Engine (ESENT) have been stopped and started. Also look at the property page

and Policy tab (as described previously). The named policy module should be the
new policy module.

Microsoft Windows 2000 Beta 3 Technical Walkthrough

14



CERTIFICATE
ADMINISTRATION

This section describes common tasks an administrator must perform to manage the
certificates issued by a Certificate Services system. Tiese include:

Displaying the Certificate Services Log and Database
Revoking Issued Certificates

Creating Certificate Revocation Lists (CRLS)

Viewing CRLs

Displaying the Certificate Services Log and Database
See the section on Known Errors at the end of tté document prior to attempting this
walkthrough.

Displaying the log and database is useful for performing manual audits of queued
requests and issued certificates. It is also useful for identifying and selecting
certificates for revocation.

The Certificate Services Log and Database is viewed using the Certificate Services
Manager MMC snap-in. This walkthrough uses the snapin to display the contents
of the log and customize the output to see selected data items and records of
interest.

To display the log

1. Start the Certificate Services Manager snapin by first starting MMC and then
adding the snapin. Then expand MSTest.

'Hi Consolel - [Console Root Certificate Services (Local):MSTest] |_ O] x|
J% Console  Window  Help |J =N | |;li|l|
|J fction  Wiew |J¢.-}||||§ |J’ .|
[ Console Root Mame |
E‘g Certificate Services (Local) [CJrevoked Certificates
E@ [(1ssued Certificates

-] Revoked Certificates
E-[C1] Tssued Certificates
E-C1 Pending Requests
[-[C] Failed Requests

DF‘ending Requests
[(AFailed Requests
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2. Todisplay the log of issued certificates, doubleclick Issued Certificates.

,'m Conszolel - [Console Root\Certificate Server [Local\M5Test2\lssued Certificates]

J% Console  “Window  Help

D& HE @ -8l
“ Action  Wiew |J¢' -P|||@ ‘

[:_l Conzale Raoat Regquest ID | Binary Certificate | Serial Number
E-E) Certificats Server [Local) (22 | T—— BEGIN CERTIFICATE .. 041daec0000000]
BT MSTest2 22 - BEGIN CERTIFICATE-—1.. 041=Bb7600000002
[ Revoked Cetficates /gy BEGIN CERTIFICATE .. 0460433900000003
elledl : [ L — BEGIN CERTIFICATE L. 0461454500000004
5 BEGIN CERTIFICATE .. 0465259<00000005
E BEGIN CERTIFICATE .. 0465458c00000006
7 BEGIN CERTIFICATE L. D465a36900000007
I i

3. Customize the output to display only séected fields. Right clicklssued
Certificates, select View, and then selectColumns.

:m Consolel - [Console Root', Certificate Services (Local)\MSTest \Issued Certificates]

=l E
1D & & & =8l
|J fction  Wiew |J f = | | | £} |

J% Console  window  Help

C_I Cansole Root Request ID | Binary Certificate | Serial Mumber | -
=& Certificate Services (Local) &3 BEGIN CERTIFICATE--... 15de400000003
=T mSTest 223 A — BEGIM CERTIFICATE--... 6h0eSc00000004
g Revoked Certificates Iy BEGIN CERTIFICATE---... 6b51c300000005 |
B L] P s N . Consale Tree 6ha3Zh00000006
[:l Failed Request | Mew window From here Diescription Bar Geedaf00000007
9 Shelue BEG 6fZ05e00000005
Refresh Tonlbars y | efeaTFOOONOODG
Help 7025900000003
=TT oc ® All Records 70746300000000
f:v[ 17 [= =4 Filter. o A S - Llj

|53Iect which colurnns bo views

Select the fields you want to see. In this example, you should seledRequest
ID, Serial Number, Effective Date, Expiration Date, Organization, and
Common Name. Click OK.
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i Consolel
Al Columns for Issued Certificates E
J T8 Console

Select the columng pou want to show,
- Caolumns

Request D - Sel
O Einary Certificate TE--—--... 15
Serial Nurmber ﬂ TE-—... &b
Certificate Effective Date TE---... Bh!
Certificate Ewpiration D ate ﬂ TE-—... &b
O 1ssued Distinguished Mame TE----... Be
O 1ssusd Country TE-—-... &f:
lzzued Organization TE----... 6f¢
O I=sued Organization Uit TE-—-... 70
lzzued Common Name TE---... 70
[J1ssued City TE-—-... 70l
O 1ssued State LI TE--—--... 7
TE---—-... 7L

TE----... 7L

TE---—-... 7L

TE----... 7L

Ok | Cancel | _,I

! T

5. Adjust the column widths to fit the screen. To do this, position the mouse

6.

pointer over the column boundary (shown by the red circle) and adjust left or
right as needed.

'ffi Consolel - [Console Root'Certificate Services (Local)MSTest\Issued Certificates] M= E3

J% Console  Window  Help |J 0= = | |_|- =S
H Action  Yiew |J¢'-P||||§ |
[:l Consale Rook Request 1D | Serial Mumber [ | CerJ:iFicate Effective Date | Zerkifi
E"'@ Certificate Services (Local) |53 15de4600000003 ~—T5/6/98 2:45 PM 1280
=] MsTest - E4 ELOSSCO00O0004  12/7/95 4:40 FM 126t
"'D Revoked Certficates |5 BhSLCAONOOONOS  12(7/95 4:41 FM 12/8it
" = = 8b932b00000006 12/7/95 4:41 PM 12/601
4.
: =7 6e554F00000007 12/7/95 4145 PM 12f6jt_|

-] Failed Requests
b a Els

&f205e00000008 12/7/98 4:45 PM 1216410
Ele £fea7FO0000003 12{7196 4:46 PM 1218)C
10 7025920000000 12/7/95 4:46 PM 12180
11 70746300000000 12{7196 4:46 PM 1248i0
gl ' | " _|J

To change the order of the columns displayed, right click thessued
Certificates folder and navigate toView, Columns (as done above). Select
Issued Common Name and click the Up button until thelssued Common
Name field appears at the top of the list.
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J {8 Cansole Columns for lssued Certificates E

J Action Vit Salect the columns pou want bo shov.

m Calumns:

mon Hame

| lzzued Organization |

Eg Certific:

E--@ M5

O Fequest ID

I
—

O Binary Request

[ Oid Certificate

O Request &ttibutes
O Request Type

O Fequest Flags

O Fequest Status

[ Fequest Status Code

lzzued Common Mame
Senial Mumber

Certificate Effective Date
lzzued Drganization

ok |

B

||

Cancel |

days
days
days
days
days
finance
finance

Issued Common Nameis now the leftmost field in the columns of fields in the
results pane. ClickOK, followed by Refresh (see the red circle, below).

'F{h Consolel - [Console Root' Certificate Services (Local)yMSTest Issued Certificates]

Jﬁ Console  Window  Help

[ = RRe=R ST

|J action Wi |J & = | ﬂ n@

| { =

Tk 10
4

‘rnl—.rmcnnnnnnnl—

D Console Rook Issust-Etmman Mame I Serial Mumber I Certificate Effecki, «
& Certificate Services (Local) | rest 1 15de4800000003 12/695 2:45 PM
=2 msTest ETest 2 6b0ESc00000004 12{7156 4:40 PM
(0 Revoked Certificates |Fr. ) o £b51£300000005 1207098 4141 PM T
S 1est 4 £b932b00000006 12/7/98 4:41 PM
* | Erest s Bee34F00000007 12{7/95 4:45 PM
ETest 6 BF205200000005 12{7155 4:45 PM
Eest 7 BFe7FI000000S 12{7155 4:46 PM
ETest 8 7025340000003 12/7/95 4:46 PM
ETest o 0746300000000

12/7195 4:46 PM
itrions 4ot nil;l
»

Sort the records in reverse order by Issued Common Name, by clicking the

Issued Common Name column heading.
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'{fi Consolel - [Console Root" Certificate Services {Local)\MSTest' Issued Cel

Jﬁ Console  Window  Help

|J Action  Wiew |J " = | |

| Certificate Effective Date | Issued Organiz =

[:_l Console Roak | Issued Common M... I?Serial Mumber
Eg Certificate Services (Local) Eﬁ?t T 7074630000000b
= msTest Eldrest 5 70259a0000000a
QQ Revoked Certificates |Fqyreq £feB7FO000000S
A Tesued Cortficates |7y, 6F205e00000005
g ::;:;”g;ii”;:ts El1est 5 6eeB4F00000007
Eldrest ¢ £b932b00000006
Test 3 6551£300000005

4

12/7/95 4:46 PM
12/7195 4:46 PM
12/7195 4:46 PM
12/7/95 4:45 PM
12/7/95 4:45 PM
12/7195 4:41 PM
12/7195 4:41 PM

|Sorted in descending order by Issued Comman Mame

Put a filter on the database so that only theFinance organization certificates
are displayed. Right clicklssued Certificates. Select View and then select

Filter.

Ii'ﬂl Consolel - [Console Root" Certificate Services {Local)!

Hﬁ] Console  Window  Help

| aion wew || & & | B@m B2

|Display only records meeting criteria you specify

D Consaole Root Issued Cammon M. .. | Serial Number I Certificate Effective Date I Issued Organiz «
=& Certificate Services (Local) | reat o 7074630000000b  12(7/98 4146 PM
& MsTest Elrests 7025920000000 12/7/98 446 PM
g WS Elrest 7 6feE7f00000009  12/7/98 4:48 PM o
[#-[2]) Failed R Mew window From here Description Bar 07 12{7/96 4:45 PM
) T Bk 06 12/7/96 4141 FM
Refresh Toolhars b DOS  12/7/98 4:41PM
Help 16 12010795 9:47 AM Finance
T=preTT ® All Records 04 12[7/98 4140 PM
ﬁTest 19 15 12/10/93 2:47 AM Cperations _ILI
! Colunins. .. I I <

Click Add.

[ st uew || G~ | |

(L1 Console Root
=[5 Certificate Serv

Filter Restrictions:

Add... te | Issued Grganiz »

Field Mame | Operataor | Walue

=-{fa maTest
[C Revake

Remove

Reset

0K

Cancel Finance

il el

1d7c3c00000015

A Test 19
4

12/10/95 9:47 aM

| Operations _|LI
3

|Sorted in descending order by Issued Common Mame

11. Set the restriction tolssued Common Name=Finance
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':m Consolel - [Console Root',Certificate Services {Local),MSTest' Issued Certificates]

(1 Console Root Filter Restrichi IIssued Diganization j Ad | ke I Issued Oraanizatic

EIQ Certificate Sery

E@ M5 Test Field Mame  Operatior: Fremove |

[+ Revokes = -

! 429 Tssued ¢ Reset |

- - Pending Walue:
-] Failed R |Firarce)

< ghring 0 |
Cancel |

Jm Console  Window  Help New Restriction |J D = n | |;|i|i|
J Action  Wiew J ‘m Fiold:

d...

K

|Fi|ter applied; Sorted in descending order by Issued Common Mame | |

12. Click OK, then click OK, again.

'ifi Console1 - [Console Root' Certificate Services {Local)M5Test' Issued Certificates]
Jﬁ Console  Window Help |J D = n | |_|— _IE il
|]action vew || & & | Bm| @2 |
[:I Console Rook Issued Common M. .. I Serial Mumber I Certificate EFfectiv. .. I Issued Organizatio «
=2 Certificate Services (Local) | E¥7est 20 1241500000016 12/10/98 347 M Finance
E‘"@ MSTest - ElTest 15 1c7d7400000014  12/10/98 9:45 AM Finance
(] Revoked Certficates |[my7oq 1 12aaf700000012  12/10/95 9:43 AM Finance
423 Issued Certificates

- Pending Requests

-] Failed Requests _ILI
4 | 3

|Fi|ter applied; Sorted in descending order by Issued Common Mame |

Revoking Issued Certificates
See the Known Errors section before performing this walkthrough.

In Certificate Services, to revoke a certificate means to markan issued certificate in
the database as being revoked. Revocation of certificates is useful, because it is a
mechanism for invalidating a certificate prior to its natural expiration. Applications
that then check the revocation status of a certificate prioto use can then make a
more informed decision about certificate validity and what processing to perform.

It is important to note that merely revoking a certificate is not sufficient to make this
information available to applications. That requires creatin and publication of a
Certificate Revocation List (CRL). See the section below onCreating Certificate
Revocation Lists.

Using the two certificates above, perform a revocation as described next.
To revoke certificates

1. Using the filter from the previous «ercise, select the Finance group certificates
by clicking the first certificate and then pressing shift while clicking the last
certificate. Right click theselected certificates and select Task, then select
Revoke Certificate.
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'ifi Consolel - [Console

Root

Jﬁ Console  Window  Help

DS HE| @ |=lsix

|J fction  View |J = =y | | @
(] Console Root Issued Common M. .. I Serial Mumber I Certificate EFfectiv. .. I Issued Organizatio «

EIQ Certificate Services (Local)

=-{fA moTest

[Z Revoked Certificates
423 Issued Certificates
(21 Pending Requests
(27 Failed Requests

|Rev0ke this Certificate

2. Select the reason for the revocation reason using the drogdown list box. For
this example, selectKey Compromise. Click Yes after you select the correct

reason code.

it Console1 - [Console Root!

Jm Console  Window  Help

|J fction  Wiew |J = -P|

(1 Cansole Raok

EIQ Certificate Services (Local
=-f MaTest

¥ Revoked Certifica

423 Issued Certificate

(21 Pending Requests

Certificate Revocation

Are pou gure you want to revoke the gelected certificate(s]?

ol may specify a reason far this revocation.

Reazon code:

Mo |

DS @ =

Fectiv. .. I Issued Organization

7 aM Finance
5 aM Finance
3 aM Finance

&[] Failed Requests

|

|Fi|ter applied; Sorted in descending order by Issued Common Mame

|J Action  Wiew |J

[_1 Console Raot

EIQ Certificate Services (Local
=-{fA moTest

(L Revoked Certifica

423 Issued Certificate

(21 Pending Requests

Are pou gure youy want to revoke the selected certificate(s]?

Y'ou may specify a reazon for this revacation.

Reazon code:

Ungpecified

=

| nispecified
Key Compramise
Cé Compramise

-] Failed Requests —| Change of Affiliation

Superseded
Ceaze of Dperation

|Fi|ter applied; Sorted in descending of Certificate Hold

[ & E| @ |=lslx

Fectiv. .. I Issued Organization «

7 aM Finance
5 &AM Finance
3 aM Finance

it Console1 - [Console Root!

Jm Console  Window  Help

|J fction  Wiew |J = -P|

(1 Cansole Raok

EIQ Certificate Services (Local
=T maTest

(L3 Revoked Certifica

423 Issued Certificate

(21 Pending Requests

Certificate Revocation

Are pou gure you want to revoke the gelected certificate(s]?

ol may specify a reason far this revocation.

Reazon code:
Key C

Mo |

DS @ =

Fectiv. .. I Issued Organization

7 aM Finance
5 aM Finance
3 aM Finance

[Z Failed Requests

|

|Fi|ter applied; Sorted in descending order by Issued Common Mame
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3. Verify that the revoked certificates are correctly marked in the database. Do this

by viewing the contents of thelssued Certificatesfolder and the Revoked
Certificates folder. The revoked certificates should appear in the latter, but not
in the former.

':m Consolel - [Console Root',Certificate Services {Local) MSTest' Issued Certificates]

10 & & | m | =isix]
|J fiction  View |J1- -p|||@ |

Jm Console  Window  Help

[:I Console Rook Issued Common M. .. I Serial Mumber I Certificate EFfectiv. .. I Issued Organization
El‘g Certificate Services (Local)
=-{fA moTest
[C Revoked Certificates
4 v Console Tree
Tew window from here Description Bar
Refresh w Stakus Bar
SIes Toolbars +
Help
| H

|Display all recards in the log Columns. . |

':m Consolel - [Console Root',Certificate Services {Local) MSTest' Issued Certificates]
DEE @ =8
|J fction  Wiew |J<2=' -P||||§ |

Jm Console  Window  Help

[:I Consale Rook Issued Common M. .. I Serial Mumber I Certificate Effectiv. .. I Issued Organization
=& Certificats Services (Local) | Test 9 FOT4630000000b  12/7/9% 446 PM _
= maTest Eltest 70259200000002  12/7/95 4:46 PM
-8 R‘mke ceriicates | Fyrog 7 6FeAPFO0N00009  12{7/95 4:46 PM
QR s El1est 6 6F205e00000008  12/7/95 4:45 FM
g Ez:rjc'lng;ziif:ts Edrests GeeB4f00000007  12/7/95 4:45 PM
Edrest £b93zb0000000E  12/7/95 4141 PM
‘ﬁTarl‘ ] EREA = 2NNONNNNE 12709 4041 DR I Llﬂ

|Sorted in descending order by Issued Common Mame | |

':m Consolel - [Console Root' Certificate Services {Local)MSTest'\Revoked Certificates]
DEE @ =8
|J fction  Wiew |J<2=' -P|||@ |

Jm Console  Window  Help

([0 Console oot Request ID | Binary Certificate | Serial Mumber | Certificat
- cerificate Services (Local)  |Ggis 0 - BEGIN CERTIFICATE- 12aaf700000012 12/10/98
{2 MsTest 25 I I— BEGIN CERTIFICATE- 1677400000014 12/10/95
aR Lt e — BEGIN CERTIFICATE-——... 1e41b5S00000016 12/10/95

(27 1ssued Certificates

(21 Pending Requests

&[] Failed Requests

| ] | |

Creating Certificate Revocation Lists (CRLS)

Now that certificates have been revoked, it is necessary to create a Certificate
Revocation List (CRL) and publish it so that applications that perform revocation
checking have somethingto check.
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To create CRLs

1. Right click the Revoked Certificates folder. Select All Tasks and then select
Publish.

'ffi Consolel - [Console Root'Certificate Services (Local)\MSTest Revoked Certificate... =] E3

J% Console Window  Help |J 0= = | |_|- =S

H Ackion  Yiew |J¢' -Plll@ |

[:l Console Rook Reguest ID | Binary Certificate | Serial Mumber

=& certificate Services (Local] |Gz 00 -l BEGIN CERTIFICATE--—-... 1aaaf700000012
it gTESt 5 0 J— BEGIN CERTIFICATE--—-... 1c7d7400000014

=t P TE ... 1241B500000016
[ Pending Reque:

-2 Failed Request: Mew window From here

View 4

Refresh

Properties

Help
il |

|Manua|ly publish current CRL
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2. Select Publish.

'['m Conzolel - [Console RoothCertificate Server [Local]]
J% Congole  Window  Help |J D = H | |_|- _IE’ il
| acion view || & = | Dl | & )| @ [P
[__:"I Congole Root M ame | Description
E‘@ Certificate Server [Local] @MSTestZ Certification Authority

=R M5 Test2

e .ed ] Certificate Revocation List Ed
-7 zsued Cer

-[_] Pending R 'f'ou are abaut to manually publish a CRL. Continue™

-] Failed Rec
(0] 4 I Cancel |

4| | ]

3. Click OK.

Viewing CRLs
The CRL has now been published. Verify that it is correct.

To view the newly publshed CRL

1. Right click the CA node, and selectProperties.

'fii Console1 - [Console Root' Certificate Services (Local)\MsTest Revoked Certificate... [Hj=] E3

Jﬁ Console  Window  Help |J = | |_|— 2| x|
“ Action  Wiew |J<:=-p|| 3| @ |
[:l Console Rook Request ID | Binary Certificate | Serial Murnber
o & Certificate Services (Local)  |ERs 00 BEGIN CERTIFICATE-—... 1aaaf700000012
B MTest (£ s BR—— BEGIM CERTIFICATE-—-... 1c7d7400000014
2l Tasks p |--—BEGIN CERTIFICATE-—-... 1e41bS00000016
Wiew 4
D Failed Rec Mews window Fram here

Refresh

Propetties

Help

. =

Opens property sheet For the current selection,
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2. Click View Current CRL.

Revoked Certificates Properties

W wees =
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3. This form provides overall identification information for the CRL.

Certificate Revocation List

General | Revocation List

Certificate Revocation List Information

Field | Walue |
E‘Jersion W
E lzzuer ST est, nickj@microsaft com, days,..
E Effective Date Thursday, December 10, 1938 10:5..
ENext |Ipdate Maonday, December 14, 1998 6:33:

ESignature Algorithm zshalRS4A

Yalue:
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4. To view the CRL contents, click the Revocation Listtab.

Certificate Revocation List ﬂ E

General Fewocation Lisk |

Revoked certificates:

Serial Humber | Revocation Date |
1A84 FFO0 000012 Thurzday, December 10,....
1CYD 74000000 14 Thurzday, December 10,....
1E41 BROO 0000 16 Thurzday, December 10,....

— Revocation entry

Field | value

" alue:
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5. To view details on a particular revoked certificate, select it. The details are
displayed in the Revocation Entry box. The Value box is provided in case the
field values are too large for theField/Value pair. Selecting one of theField
entries displays the full contents of the selected field.

Certificate Revocation List

General Rewocation Lisk

Revoked certificates:

Serial Humber | Revocation Date |
1add FFO0 000012 Thursday, December 10.,...
1CFD 7400 0000 14 Thurgday, December 10,...
1E41 BROO0 Q000 16 Thurgday, December 10,...

— Revocation entry

Field | walus [
Serial Humber 1448 F700 000012

Revocation D ate Thurzday, December 10, 1993 11:02....
CRL Reaszon Code e L ize(1]

Walue:

F.en Compromize(1]
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KNOWN ERRORS

Backup/Restore Limitations: If Certificate Services is installed with the DSS
Cryptographic Service Provider, then Certificate Services Backup dos not
function correctly in Beta 3. This is not a problem if Certificate Services is
installed with one of the RSA Cryptographic Service Providers. This will be
fixed in a future release.
Known Problem in Restore CA: The Restore CA function does not lookri the
correct place for its restore information in RCO (Build 1946). As a result, the
files containing this information must be manually placed where restore can
locate them. Perform the following steps prior to performing the restore:
Erase the existing contents of %windir%\system32\CertLog.
Copy files from the backup database directory to the CertLog directory,
e.g., — copy c:\bkup\DataBasée*.* %windir%\system32\CertLog.
Perform the restore as described.
This will be fixed in a future release.
Adding the Certificate Services MMC Snapin: On the first use of the Certificate
Services snap-in after its addition to the MMC, there may appear one or more
error messages stating that the snapin initialization failed. Ignore these by
clicking OK and continuing with the walkthrough.
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GOWORD: MSNTS).

For the latest information on the Windows2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkkhroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please make sure to adequately
describe the problem so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows2000 Beta 3 distribution
media for some of the known issues.
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